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THE YEAR 2000 PROBLEM IN THE HEALTH SECTOR

The “Year 2000 Problem,” aso known as the “Millennium Bug” or “Y2K,” has
captured the world's attention in recent years and is expected to have an impact on every
agpect of socid and economic life. The problem lies in the fact that computer systems that
depend on date recognition may not function properly or may even cease to function with the
switch to the year 2000. Computers, equipment with microprocessors, and automated control
systems will be affected. This problem may interfere with the operation of hedlth facilities, thus
putting the hedlth and safety of the population at risk.

Given the importance of the topic, its impact on the hedth sector, and the little time
remaining to take the steps necessary to minimize the adverse impact of Y 2K, the matter was
taken up at the 124th Executive Committee. The Committee decided to place this topic on the
agenda of the Directing Council to dert the countries to the Stuation, so that they prepare their
hedlth services to ded with the problem and mount an adequate response. To this end, it is
recommended that the information and recommendations of PAHO in this regard be taken into
account.
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1. The Year 2000 Problem or the Millennium Bug

The “Year 2000 Problem,” “Millennium Bug,” or “Y2K,” concerns computers,
computer processors, equipment with embedded “chips’, and software that may not properly
recognize or process dates after 31 December 1999. Common reactions of people when first
told about the Y2K problem are "It's only a computer problem.” "It's only a business
problem.” "It won't affect me." Unfortunately, those assumptions are wrong. The Y 2K problem
will dso affect hedth services

Y2K is a problem that affects not only computers but also devices and equipment of
many different varieties in both home and business. It is, in fact, a problem that exists throughout
society and must be solved with community involvement and collaborations among dl levels of
government, private industry, and private citizens. It is a serious problem that can create
inconveniences, work disruptions, and possible risks to people€'s hedth and safety. The
following should be considered:

. Y 2K isared problem that may disrupt hedlth services.
. Equipment and automated systems could be affected.
. Thereisagenerd lack of awareness about the seriousness of the problem.

. The hedlth sector isfar behind in addressing the issue.
. It is necessary to be ready.
2. Why Is There a Problem with the Year 2000 Date?

The problem stems from the use of the common short cut of using the last two digits of a
year to record dates, for example "99" instead of "1999". The problem arises from asmple, yet
common dtuation. In the early 1960s computer programmers cregting the first eectronic
computing systems made a decison to minimize memory processor space by designating the
year as atwo-digit function rather than a four-digit function. Back then, computer memory was
very expendve and difficult to produce. Unfortunately, that origind programming has lived on in
the new systems and devices used today. When encountering the Y ear 2000, systems using the
two-digit date (00) may fail or create functiona or data errors.

In this Stuation, a problem will develop when the date rolls over from "99" to "00" on
Saturday, 1 January 2000. Many computers, computer programs, and equipment with
embedded dectronics with date stamp systems will recognize the date not as
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1 January 2000 (leap year), but ingtead as 1 January 1900 (no leap year) or another date.
Computers and other automated equipment which we depend on in our daly lives may not
function properly when they encounter "00" in reference to the Y ear 2000.

3. PAHO’s Responseto the Y2K Problem

PAHO identified the Y2K problem and its potentid impact on the equipment and
services of hedth facilities in 1996, and in 1997 developed a technicd line of work in this area.
At tha time it began a search for information among the Collaboraing Centers working on
technology assessment and the evauation of equipment and medical devices. PAHO contacted
the Emergency Care Research Indtitute (ECRI) and the Medicad Device Bureau of Canada,
with whom it began working to assst the countries.

While searching for information about the magnitude of the problem and its potentia
impact on the hedth services, the Organization, through the PAHO/WHO Representative
Offices in each country, recommended derting the hedth authorities to the problem, so that,
when acquiring, purchasing, or accepting donations of equipment, they request that it be Y2K
compliant. This recommendation has been repeated periodically and with specid emphasis Snce
the natura disasters that have occurred in the Region.

4, How May the Y2K Problem Affect Health Services?

Besdes computers and computer programs, some medica devices and scientific
research instruments have computers, microprocessors, or microcodes integrated into them.
The mgority of medica devices will function without any potential health or operationd problem
after 31 December 1999. Some may have a minor problem, such as displaying an incorrect
indication for the year, and these will likely not sgnificantly affect a patient’s hedth. However, a
very smal number of medica devices will encounter ared problem because of the switch to the
new millennium, unless they are adjusted prior to their use after 31 December 1999.

There are many Stuations, externd and internd to the hedlth care facilities, that may
directly or indirectly impact the operation of computers and the medical and hospital equipment
used by hedth care organizations and eventudly result in: errors in the ddivery of hedth care,
the inability of suppliersto provide drugs and medica materids, and even serious and potentialy
lethal mafunctions of diagnostic and thergpeutic equipment.



Externad sources of Y 2K problems:

Public and private utilities.
Tdecommunications.

Trangportation, especialy urban.

Air trangportation and air traffic control.
Industrial equipmen.

Internal sources of Y 2K problems:

Clinica and surgicd area:
» lifesupport systems;
e medica devices and equipment.

Support services area
* energy and water supply systems,
e patient support systems,

*  security, control, and safety systems,
e communication and trangportetion systems;

» automated laboratory equipment.

Adminidrative area:
e information and financid systems;

»  supply, procurement, and storage logistics.

CD41/19 (Eng.)
Page 5

Although the outcomes of the problems that may occur are uncertain, the danger isredl.

Doesthe Y2K Problem End on 2 January 20007

It is up to each of usto remain informed and on top of the problem, and to be prepared for the
possbilities that may become redlities.

There are certain other specific dates that may be troublesome. More than recognizing

the correct date on 1 January 2000, the Y 2K problem actudly congsts of five different types of
problems:

Rollover - The inability of a computer or application to advance from

31 December 1999 to 1 January 2000.
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6.1
@

Century - Theinability to deduce the firgt two digits of the four-digit year given only the
last two digits. For example, 14/02/01 is read as 14 February 1901 rather than
14 February 2001.

Leap Year - Systems may not correctly calculate the Year 2000 as aleap year. A year
isalegp year if (9) it is evenly divisble by 4 and (b) for the year marking the turn of the
century, it isevenly divisble by 400. Thus, 1900 is not alegp year, while 2000 is.

Computation - The computer program may not correctly determine the day of the
week, legp years, Julian and other caendar dates after 1 January 2000, or accurately
compute time intervals extending past 1 January 2000.

Transfer - The inability to exchange information when one system or equipment is'Y 2K
compliant and the other isnt, or when two parties use different methods to fix the
problem, thereby making their systems unable to communicate.

What Must be Done?

| mmediate Actions
Hedlth facilities must act immediately to:

Identify any computer, computer program, device, or equipment that requires time or
date information to operate properly (date-sendtive); remember that besides medica
equipment and computers used to process medical data, there are many other types of
equipment such as devators, control devices in boilers, generators, refrigeration
gystems, darm systems, communication equipment, control devices for air conditioning
equipment and systems, computers for adminidtrative data processing, etc. that may
have time-dependent functiondity.

Prioritize actions, giving firg priority to life support systems and equipment, second
priority to devices or equipment that affect the operations of the organization, patients,
personnd, clinical, and adminidrative and financid records/data, and findly any
convenience or support device or equipment.

Check with the manufacturers to determine whether a device is Y2K compliant and
whether it is under warranty.

Follow the manufacturers ingructions for testing and fixing any problems.
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Be prepared for adminigtrative glitches affecting important data, because even the best
computer syssems may occasiondly fal or mafunction; as a precaution, keep paper
records of balances, transactions, patient records, and other important information.

A plan of action should consider the following issues:

Y2K documentation. There are a large number of sources of information oriented
towards hedth organizations. It is strongly recommended that organizations collect and
organize a s of informative materials, taking into congderation the nature and
characterigtics of each organization. These materids should be widely distributed
internally and used as background for discussons & various levels.

Phasing of the plan of action:

*  Preparation phase (June 1999 - November 1999).

*  Crigsphase (December 1999 - March 2000).

e  Critica period (31 December 1999 - 1 January 2000).
* Pogt-crisis phase (March 2000 - ...).

Activities to be Devel oped
Preparation phase (June 1999 - November 1999)

Intervention plan to identify the systems and equipment susceptible to the Y2K problem
and fix them before the deadline:

*  Appoint aperson to head the project.

»  Dissaminate information and raise awvareness.

*  Update inventories.

* Locate Y 2K-susceptible systems and equipment.

»  Conduct risk level classfication.

* Invedtigate legd datus of the equipment.

»  Contact manufacturer and search for documentation.
» Decideif testing of equipment is required.

*  Beginrepair, testing, and replacement of equipment.
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6.2.2

6.2.3

Contingency plan to ensure the continuous and uninterrupted operation of the hedth
facility in order to guarantee the ddivery of hedth services to the community.

Define minimum acceptable level of service,

Define critical areas and processes.

Identify the critical systems and equipment required to operate continuoudy.
Identify the maximum acceptable interruption periods.

Egablish intervention programs to minimize risks.

Explore dterndtive solutions for patient management.

Tran gaff.

Tedt the plant!

Crisis phase (December 1999 - March 2000)

For the crigs phasg, it isimportant to:

Have a contingency plan in operation.
Guarantee staff presence.

Have rapid response teams of users, adminigtrators, and technica staff who know
each piece of equipment well.

In case of failures, have rapid assessment of risks and needs to solve the problems
encountered.

Define the options for equipment remova and replacement.

Have aroutine in place for documenting problems.

Critical period (Midnight, Friday, 31 December — Saturday, 1 January 2000)

Maximum aert with rapid response team in place.
Available support personndl.
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6.2.4 Pogt-crisisphase (March 2000- ...)

*  Conduct performance assessment.
»  Equipment and software upgrading, repair, or replacement.
*  ldentification and management of other technology problems.

7. PAHO Action to Assist the Countries

Since its adoption in 1997 as aline of action in PAHO technica cooperation, the topic
has been discussad in al meetings, workshops, seminars, and missions to the countries. Under
the agreement with the ECRI for the trandation into Spanish and monthly publication of the
technology bulletin Monitor in the PAHO website, the specia issues Medical Devices and the
Year 2000 Problem (January 1998) and Strategies for Addressing the Year 2000 Problem.
To Test or Not to Test? (December 1998) have been incorporated permanently into the
webdgte. The Spanish verson has been ditributed to the nationa hedth authorities through the
PAHO/WHO Representative Offices in the countries, and the ECRI has donated the English
verson of the bulletins for digtribution.

PAHO has participated in the Y2K national coordinators forums, organized by the
United Nations, the Organization of American States, and the World Bank, presenting its
recommendations on how to ded with the problem. PAHO has published the present paper
under thetitle Brief on the Year 2000 Problem (Y2K) in the Health Services. This paper has
been digributed to the PAHO/WHO Representative Offices in the countries, nationa
authorities, and Headquarters.

Because the hedlth sector is so far behind the other sectors in addressing this problem,
the emphasis and recommendations of PAHO center on the preparation of contingency plans.
In order to assigt the countries in the preparation of these plans, the Organization has secured
the donation of the CD-ROM Patient-Focused Year 2000 Contingency Planning
Guidebook from the U.S. Veterans Hedth Adminigtration; this guidebook is consdered one of
the most complete tools for addressing the Y2K problem. PAHO has dso requested the
donation of 1,000 copies of the CD-ROM Y2K Managing the Challenge (in English, Spanish,
and Portuguese) from the U.S. Department of Commerce; this is a tool for identifying medica
devices that are mdfunctioning and searching for solutions until the problem is fixed. This
materid has been digtributed to the countries, and additiona information on the topic continues
to be sent to them on an ongoing basis.
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PAHO urges the hedlth authorities of the Region of the Americas to take serious note of

its recommendations to establish contingency plans to mitigate the impact of the Year 2000
Problem—whatever its magnitude—on the hedlth sector.

8.

Sour ces of Information and Solutions

U.S. Food and Drug Adminigtration ﬁDA)
www.fda.gov/cdrh/yr2000/year2000.html

U.S. Department of Veterans Affairs
WWw.va.gov

U.S. Federd Government Gateway for Y 2K Information Directories
www.itpolicy.gsa.gov/mksyr2000/y 2khome.htm

Hedlth Canada
www.hc-sc.ge.calhpb/

Emergency Care Research Indtitute (ECRI)
WWW.ECr.org

British Standards Indtitution
www.bs .org.uk/disc/year2000.html

Pan American Health Organization (PAHO/WHO)
www.paho.org/spani sh/hgp/hsphse.htm

World Hedlth Organization (WHO)
www.who.org

Hedthcare's Y ear 2000 Information Clearinghouse
www.rx2000.org/

Computerworld
www.computerworld.com/newslyear 2000/index.html

Federd Y2K
www.y2K.policyworks.gov/

Will It Work
www.willitwork.com/



